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USCIB: 33/303 



12 January 3-953 



OP USCIB 



Subject: Preparations and Exchange of Reports on 

Possible Compromises of COHINT Successes. 

1. The Director, NSA, has requested that the draft 
memorandum and message. Enclosures 1 and 2, which reply to 
SUSLO* s memorandum (Enclosure 3)» be submitted to USCIB 
members for approval by vote sheet. 

2. It is requested that your views be forwarded to 
the Secretary by 16 January 1953* 






Ho B. JONES 

Acting Executive Secretary, USCIB 



Enclosures - 3 

1. Draft Message to SUSLO. 

2. Draft Letter to SUSLO. 

3. SUSLO Serial 000321 dtd 
17 Hov 52. 



USCIB: 13/303 



eclassified and approved for release bvIMSA on 02-06-2014 pursuant to E.Q. 1352 
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FROM: DIRNSA DRAFT/24 December 1952 

TO: SUSLO, LONDON 

WL • 

REDR SERIAL $00321 DATED 17 NOVEMBER 1952, USCIB CONSIDERS LSIB PROPOSALS TO 
BE REASONABLE BASIS FOR EVENTUAL AGREEMENT IN FORM OF ANNEXURE TO BRUSA AP- 
PENDIX B» LSIB PROPOSALS, AS INTERPRETED BY USCIB, WOULD NOT REQUIRE EXCHANGE 
OF INFORMATION REGARDING BREACHES OF NATIONAL COMINT SECURITY REGULATIONS 
WHEN SUCH BREACHES CANNOT BE PRESUMED TO HAVE COMPROMISED COMINT CODEWORDS OR 
TO HAVE REVEALED COMINT SUCCESSES. TO AVOID POSSIBLE MISUNDERSTANDING ON 
THIS POINT, USCIB PROPOSES REVISIONS TO DRAFT OF THE ANNEXURE. THESE PROPOSALS 
ARE BEING FORWARDED BY BAG. 



Enclosure 1 with USCIB 13/303 dated 12 January 1953. 

TOP SECRET 



DRAFT/Serial: 




TO: Senior U.S. liaison Officer 

London 

1* Reference is made to W L . USCIB proposes that if the follow- 
ing statement is acceptable to LSIB, it should be annexed to Appendix B to 
the BRUSA Agreement: 

(a) When it becomes known to either part/ that any breach of 
national COMINT security regulations has occurred and the breach can be 
presumed to have compromised COMINT codewords or to have revealed COMINT 
successes, the circumstances will ba made known to the other party* 

(b) When any other factor Which can be presumed to have compro- 
mised CQMINT codewords or to have revealed CQMINT successes becomes known 
to either party, it shall inform the other of the circumstances. 

(c) When evidence becomes available to either party that CQMINT 
codewords, material, or successes have in fact been compromised, that 
party shall fully inform the other. 

(d) When a significant change occurs in foreign cryptographic or 
signals security and either party suspects with reason that it be due to 
compromise of any kind, that party shall report to the other, stating 
reasons for its suspicion; and each party shall then keep the other fully 
informed of any information that may confirm or disprove such suspicion. 

2. USCIB assumes that if LSIB agrees to the foregoing, LSIB will 
arrange for the production and distribution of the annexure. 



(Draft) 

RALPH J. CANINE 
Major General, US Army 
Director 



Enclosure 2 with USCIB 13/303 dated 12 January 1953c 



+TOF 

Serial 000321 
17 Nowmfcer 1952 

TOP SSOIfflT - 

aaeurUy l uftixmtl ott- 

Mmcn&uSam for : Director, NktlaaKl Security Agency 

SubJ* Preparations and Exchange of Reports cm Possible Compromisea of 
Ccndat Successes 

Refs (a) U3CIB ’Mesas UC #000319, subject as above, of 27 August 1952 

(b) S0SU> Message LW-291 of 15 OeWber 1952 

(c) SU3 ?jO Message Ltf-347 of 14 November 1952 

1* The following response to reference (a) has been rec ei v ed fro at the 

Director, GCHQt 

"1. ISIS has taken note of U3CII3 Directive No* 9 'Ihetreetioiia for handling 
possible ceoprasleas of Cwdnt areeesaes*, and of the argonauts vddeh 
supported Its pWBfljpttcB. The Board agrees that every effort should 
he node to detect and Investigate, at the earliest, an y definite or 'possible 
ccmproai ae of Cotaini success; and that forael arrenganants for an exchange of 
reports batmen the U.3. and B*K. on so dr ccmpraaioes, actual or suspected, 
mid be of mutual advantage* 

2* Has 'instructions and Regulations for the Security of Signal 
intelligence* issued by LSEB In accordance with AppeMJx B to the BRBSA 
Agreement state explicitly that any breaches of these regulations rust be 
reported to the Beard, whose agent in this respect la the Director, GCHQ* 

This practice has been well observed by U*K* producers and recipients of 
Geraint fur sons tine past* Furthermore, any incidents which night be 
expected to have ecrapreedaed the Cendat codewords or to hare revealed 
Cooint eueeeaees ham been reported to the U.S* authorities on behalf of 
LSZB* But L3ZB accepts that these pre c a u tions are not sufficient In then- 
selves and do not explicitly cover those eases to which users has drawn 
attention; when a significant change occurs la foreign cryptographic or 
signals security, when ae imaediata reason is evident for the leas, and 
when the possibility of eorapreedse most be suspected sal fully investigated* 

3* LSIB therefore proposes the following as a basis of agreement between 
the two Boards* 

(a) When any breach of national Oeadnb security regulations or say 
ether factor which can be presumed to ham ectaproeilsed Oeadat codewords 
or to have revealed Cooint successes, becomes known to either party it 
shall Inform the other; 

(b) When evidence becomes available to either party that Coralnt 
codewords, material, or successes ham in fact been compromised, that 
party shall inform the other; 
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EO 3.3(h)(2) 

PL 86-36/50 USC 3605 

1952 



9«bJ* Proparakioea and Exchange of Repels on Posaiblo Coagpreedses of 
CooiHfc Saeeessos 




4* 1313 woald suggest that* if the above bo acceptable to USCIB as a 
reasonable basis for agreasant between tbs two Boards and for st&aeqtient 
exchanges, It ahotOd bo appended as aa ananas* to Appendix B to the 
WSJ3K Agreemtsfc** 



/s/ B. Failing 
B. FBIXU'TQ 
Colonel, U3AF 

Senior U.S. liaison Officer 





